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1 Overview
1.1 Benefits

Easy Backup of

. Microsoft Exchange Server 2000 / 2003

Microsoft SQL Server 7.0 / 2000

Lotus Domino/Notes 5.0 or above

Oracle 8i or above

MySQL 3.2.4 or above

Windows System State

Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)

Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
Other common files (e.g. *.doc, *.xIs)

Support backing up only changes within a file (using in-file delta technology)

Support backing up of open files on Windows XP/2003 (Volume Shadow Copy)

Support backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac
OS X metadata and resource forks

Easy to use, deploy and maintain

CoNOOrWOWNE

1.2 Features

(New in 5.2) Full support of Microsoft Exchange individual email, contacts, calendars, tasks etc.
(New in 5.2) Choose whether to restore “file permissions” during restore.

(New in 5.2) For “Local Copy” backup, ability to choose whether to perform a local copy backup only
and skip the offsite backup.

(New in 5.2) Lotus Notes/Domino agent for Linux.

(New in 5.2) Auto Upgrade Agent to automatically upgrade the client software.

User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since the last incremental or full backup according to each user’s preference).

Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1% day of
every month).

Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst).

In-File Delta backup (i.e. backing up only changes within files).

Off-line backup mode and logout backup reminder.

Customizable backup schedule allows backups to be scheduled at any time.

Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

Increment backup strategy ensures that only new or updated files are sent to the backup server.
Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above.

Can integrate with external “Open File Manager” to provide open file backup support to all open files.
Access backup data anytime, anywhere by using a web browser.

Comprehensive backup report lists all files backed up. Backup report delivered automatically via
email.

Backup data are CRC validated before they are stored on server.

Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on the backup server.

Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xls in your
computer in a single operation.

Run any custom OS commands before/after a backup job.

Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2
Runtime Environment.

Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.
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1.3 Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit encrypted when stored on the backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard

(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining

(CBC)

An random initializing vector, salt and iteration count will be generated by the software automatically
for each file when encrypting your data
Each backup user can restrict online access to his files to his pre-defined list of IP addresses

1.4 System Requirements

Operating System:

1.

2.

oo s w

Windows 95/ 98/ ME / NT / 2000 / XP / 2003

Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)

Solaris 2.x or above

Mac OS X 10.2 or above

NetWare 5.1 or above

All other operating systems that supports Java2 Runtime Environment 1.3.1 or above

Memory 128MB (minimum), 256MB (recommended)
Disk Space: 100MB
Network Protocol: TCP/IP (http/https)

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.
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2 Installing Better Edge Backup

2.1 |Installing Better Edge Backup for Windows

! " # 3! % & !
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2.2 Installing Better Edge Backup for Mac OS X
! " # % , & !

%
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2.3 Installing Better Edge Backup for Linux
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2.4 Installing Better Edge Backup for Netware
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2.5 Installing Better Edge Backup for Sun Solaris
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3 Uninstalling Better Edge Backup

M

3.1 Uninstalling Better Edge Backup for Windows
? BS$F? B $F?+ 4< B

? B ?2< B

3.2 Uninstalling Better Edge Backup for Mac OS X

<

N

5"01"4

3.3 Uninstalling Better Edge Backup for Linux

O P M
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3.4 Uninstalling Better Edge Backup for Netware
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3.5 Uninstalling Better Edge Backup for Solaris
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Using Better Edge Backup

4.1 System Tray Launcher (Windows Only)
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4.2 Logon Dialog
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4.4 User Profile
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4.5 Backup Logs
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5 Setting Up Backup Sets
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5.2 Backup Source
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5.6 Pre/Post-Backup Command
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Set 0bjOLK = createObject("Outlook.Application")
objOLK.quit
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"C:\Program Files\Microsoft Office\OFFICE11\OUTLOOK
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5.7 Temporary directory
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5.9 Follow Symbolic Link (Linux/Unix/Mac only)

8 8 %4; %4" 4

2 B / 21 B+

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved. page 28 of 121 (Septem ber 16, 2008)



Better Edge Backup v5.2

User Guide
J ? B
5.10 Microsoft’'s Volume Shadow Copy Service (VSS)
I ! #o& | % Q I
! O
P % # : &
I Q != D4 AA(
| + | ! ! >)
7 Q ! 'AA( Q ! 'AA( | %
@44 4 %\ 3 G $ GCCIC9 |
7 1o Q !'=4'MA(" X
$ | ! ?
1 BE E< |
) ! I !
#l &@
@44 4 1 44 4 A*9$9CH ($.LS-L *-99.- A( %

! %

+ 7

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved.

Page 29 of 121

(September 16, 2008)



Better Edge Backup v5.2

User Guide
@
2+ B +
? B
21 B I
Q +
7 i
@
? B
? B
Q
R ]
# S # " %
# # #"$
5.12 Retention Policy
# &
1 # &
i ]
< ! o P #
&)
U
|
# &
&
? B |
H
?< . B /
?< . B + J ? B

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved. page 30 of 121 (Septem ber 16, 2008)



Better Edge Backup v5.2
User Guide

2+ B ! % 7!

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved. page 31 of 121 (Septem ber 16 2008)



Better Edge Backup v5.2

User Guide
+ Mo
+ 9
'@
3 G> 39
3Q G)M 3 G> 3*
3" G)M 3 G> 3(
3V G)M 3 H + H G> 3*
3/ G)M 3 A$AG> 39
+ 9$H $AA.  2< B "
# 9 &! @
T T T B E
$H $'AA. *$H $AA. AS$H $AA. ASH $'AA. AS$ H $'AA.
-$H $'AA. AQ$H $'AA. AS$ SAA- AS $AA AS$ H $'AA-
*$H $'AA. (§ $AA- A$> $PA- ASH $'AA- AS$ H $'AA*
($H $'AA. g $AA- A$+ $PA- ASH $AA(
'$H $'AA. ASH $AA'
$H $'AA. A$H $'AA
ASH $'AA. A$H $AAA
7 7%< B ! @
z T T W E
$H $'AA. *$H $AA. A—SH—SAA— A—SH—SAA— ASH $'AA.
-$H $'AA. A9$H $'AA. AS—FAA— AS—FAA— ASH $'AA-
S SAA [ —TV Ao SAA A—SHSAA— ASH $AA*
SH—SAA— g SAA— A S SAA— ASH $AA(
—$H—SAA— ASH $AA'
—$H—SAA— AS$H $'AA
A$H—SAA— ASH $AAA
! A$H $'AA. $H $'AA. '$H $AA. ($H $
'AA. *$H $'AA. ! ' *$ $
'AA- ($ $AA- M

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved.

Page 32 of 121

(September 16, 2008)




Better Edge Backup v5.2

User Guide

5.13 Extra Backup (Off-line backup, Logout Reminder )
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5.14 In-File Delta
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5.15 Local Copy
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6 Backing Up Files

6.1 How files are backed up

Backup Operations:

1.

2.

Secure Socket Layer (SSL)
User's Computer Backup Server

User Directory Backup Directory

All users' files are encrypted by a
. All user world's first class 128-bit encryption
files created/updated during the day will
key.
everyone except the user.

&! M % !
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6.2 Backup files directly to the backup server
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Note:
1. You can have more than one backup set in a backup account.
2. Please write the encrypting key down on paper and keep it in a safe place. If you lose your encrypting key, you
will not be able to restore  your backup files.
6.3 Backup files to removable hard disk (seed loadi  ng)
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7 Restoring Files

7.1 Restore backup files directly from backup serve r
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7.2 Restore backup files from removable hard disk
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7.3 IP addresses Restriction for Online Restore
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8 In-File Delta Technology
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9 Backup/Restore Oracle 8i/9i (Professional Version Only)
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9.1 Requirements
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9.2 Overview
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9.3 How to backup an Oracle Database
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9.4 How to restore an Oracle Database

| 1 C4L
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)7;
C@5<+;01"4 4 _7F
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<
# c&8 " @
< " # &
<
C% @
$ svrmgrl

SVRMGRL> connect internal

SVRMGR> startup mount;
ORACLE instance started.
Total System Global Area
Fixed Size

Variable Size

Database Buffers

Redo Buffers

Database mounted.

95874448 bytes

64912 bytes
52744192 bytes
40960000 bytes
2105344 bytes

SVRMGRL> recover database using backup controlfile
ORA-00279: change 419671 generated at 06/14/03 02:5
ORA-00289: suggestion : /data/ora815/vin/archive/AR
ORA-00280: change 419671 for thread 1 is in sequenc
ORA-00278: log file ‘/data/ora815/vin/archive/ ARCHO
recovery

Specify log: {<RET>=suggested | filename | AUTO | C
AUTO

Log applied.
ORA-00279: change 547222 generated at 06/18/03 19:5
ORA-00289: suggestion : /data/ora815/vin/archive/AR

1:49 needed for thread 1
CHO0000000225.LOG

e #225

000000224.LOG' no longer needed for this

ANCEL}

8:26 needed for thread 1
CHO0000000384.LOG
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ORA-00280: change 547222 for thread 1 is in sequenc e #384

ORA-00278: log file '/data/ora815/vin/archive/ ARCHO 000000383.LOG' no longer needed for this
recovery

ORA-00308: cannot open archived log ‘/data/ora815/v in/archive/ARCH0000000384.LOG'

ORA-27037: unable to obtain file status
Linux Error: 2: No such file or directory
Additional information: 3

SVRMGR> recover database using backup controlfile u ntil cancel

ORA-00279: change 547222 generated at 06/18/03 19:5 8:26 needed for thread 1
ORA-00289: suggestion : /data/ora815/vin/archive/AR CH0000000384.LOG
ORA-00280: change 547222 for thread 1 is in sequenc e #384

Specify log: {<RET>=suggested | filename | AUTO | C ANCEL}

CANCEL

Media recovery cancelled.
SVRMGR> alter database open resetlogs;
Statement processed.

# L&8 < " @

L% @

C:\>rman nocatalog

Recovery Manager: Release 9.2.0.1.0 - Production

Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.
RMAN> connect target

connected to target database (not started)

RMAN> startup mount

connected to target database (not started)

Oracle instance started

database mounted

Total System Global Area 269556596 bytes

Fixed Size 453492 bytes
Variable Size 243269632 bytes
Database Buffers 25165824 bytes
Redo Buffers 667648 bytes

RMAN> recover database until sequence=63 thread=1;
Starting recover at 24-JUN-03

allocated channel: ORA_DISK_1

channel ORA_DISK_1: sid=11 devtype=DISK

starting media recovery

archive log thread 1 sequence 56 is already on disk as file
C:\ORACLE\ORADATA\VIN\ARCHIVE\1_56.DBF

archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\ 1_56.DBF thread=1 sequence=56
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\ 1_57.DBF thread=1 sequence=57
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\ 1_58.DBF thread=1 sequence=58
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\ 1_59.DBF thread=1 sequence=59
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\ 1_60.DBF thread=1 sequence=60
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\ 1_61.DBF thread=1 sequence=61
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\ 1_62.DBF thread=1 sequence=62

media recovery complete
Finished recover at 24-JUN-03

RMAN> alter database open resetlogs;

database opened
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10 Backup/Restore Microsoft SQL Server 7.0 / 2000

(Professional Version Only)
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10.3 How to backup Microsoft SQL Server database(s)
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10.4 How to restore Microsoft SQL Server database(s )
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11 Backup/Restore Lotus Domino / Notes (Professiona | Version
Only)
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11.3 How to backup Lotus Domino / Notes database(s) / file(s)
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7
<; " < % ; #
@E;, E E " < % & z J
) % @ C:\Lotus\Domino\> LotusMediaRecovery.exe
! #Y %& ;
# @E, E E &/
!
"< % @
C:\Lotus\Domino>LotusMediaRecovery
Media Recovery Utility for Lotus Domino 5.0 or abov e
Please make sure that you have done the following:
1. Reinstall Lotus Domino on this computer in the s ame directory
2. Restore Notes.ini to the Lotus Domino installati on directory
(e.g. C:\Lotus\Domino)
3. Restore Domino Data directory back to the direct ory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data)
4. Restore all archived transaction logs to the dir ectory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data\logdir)
Continue ? (Y) or (N) y
Running media recovery ...
Please wait, creating new transaction logs in direc tory: C:\logdin\
02/12/2003 14:39:19 Recovery Manager: Restart Rec overy complete. (0/0
databases needed full/partial recovery)
Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:39:22 Recovery Manager: Media Recov ery complete for
C:\Lotus\Domino\Data\admin4.nsf, last update applie d.
Backup file C:\Lotus\Domino\Data\admin4.nsf recove red.
Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:40:57 Recovery Manager: Media Recov ery complete for
C:\Lotus\Domino\Data\statrep.nsf, last update appli ed
Backup file C:\Lotus\Domino\Data\statrep.nsf recov ered.
C:\Lotus\Domino>
+ #8& ! !
< )
7 J ! @
]
# &7 !
<" o< % : I
) % ! @E; E E E * @

C:\Lotus\Domino\> LotusMediaRecovery.exe C:\Lotus\Domino\data\admin4.nsf

"< % @

C:\Lotus\Domino>LotusMediaRecovery C:\Lotus\Domino\
Media Recovery Utility for Lotus Domino 5.0 or abov

Running media recovery ...

data\admin4.nsf
e

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved.

Page 79 of 121

(September 16, 2008)



Better Edge Backup v5.2
User Guide

Restart Analysis (0 MB): 100%

02/12/2003 14:42:15 Recovery Manager: Restart Rec overy complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:42:17 Recovery Manager: Media Recov ery complete for
C:\Lotus\Domino\data\admin4.nsf, last update applie d 01/12/2003 00:02:42.
Backup file C:\Lotus\Domino\data\admin4.nsf recove red.

C:\Lotus\Domino>

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved. page 80 of 121 (Septem ber :|_67 2008)



Better Edge Backup v5.2

User Guide

12 Backup/Restore Microsoft Exchange Server (Profes

Version Only)
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12.3 How to backup Microsoft Exchange Server
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12.4 How to restore Microsoft Exchange Server
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C:\Program Files\Better Edge Backup\bin> ExchangeRe store.exe
Microsoft Exchange Server 2000/2003 Backup Recovery Utility
Usage:
ExchangeRestore DIR=path SERVER=server TEMP=tempDir [SERVICE=service [STORAGE=st
orage [DATABASE=database]]]
DIR Directory containing all backup files
SERVER Name of Exchange Server to be restored
TEMP Temporary directory to be used during restore
Please specific a path with plenty of free space
SERVICE Name of Exchange Service to be restored . It must be either
"Microsoft Information Store”, "Micros oft Key Management Service"

or "Microsoft Site Replication Service
STORAGE Name of storage group to be restored
DATABASE Name of database to be restored

Examples:
1. To restore an exchange server:
ExchangeRestore DIR="C:\Backup" SERVER="Exchange Server" TEMP="C:\Temp"

2. To restore the information store:
ExchangeRestore DIR="C:\Backup" SERVER="Exchange Server" TEMP="C:\Temp"
SERVICE="Microsoft Information Store"

3. To restore an exchange storage group:
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ExchangeRestore DIR="C:\Backup" SERVER="Exchange
SERVICE="Microsoft Information Store" STORAGE

4. To restore an exchange database:

ExchangeRestore DIR="C:\Backup" SERVER="Exchange
SERVICE="Microsoft Information Store" STORAGE
DATABASE="Databasel1"

where
"C:\Backup" is the directory containing all ba
"ExchangeServer" is the server name of an excha
"C:\Temp" is the temporary directory to
"StorageGroupl" is the name of a storage group

Server" TEMP="C:\Temp"
="StorageGroup1"

Server" TEMP="C:\Temp"
="StorageGroup1"

ckup files
nge server
be used

"Databasel” is the name of a database
#% & ?Y@E B %
?Q7>'AAA I<B ?)J@E B
@
@E: ) E EF% <

"SW)@E W <I<3WQ7>'AAA I<W

7<3W)@E W

% < % @

E:\Program Files\Better Edge Backup\bin>
TEMP="F:\Temp" SERVER="WIN2000SVR"

Microsoft Exchange Server 2000/2003 Backup Recovery

[Start] Exchange Server - "WIN2000SVR'

[Start] Service - 'Microsoft Information Store'
[Start] Storage Group - 'First Storage Group'
[Start] Database - ‘Mailbox Store (WIN2000SVR)'
Restoring file 'E:\Program Files\Exchsrvr\mdbd
Restoring file 'E:\Program Files\Exchsrvr\mdbd
[End] Database - 'Mailbox Store (WIN2000SVR)'
[Start] Database - ‘Public Folder Store (WIN200
Restoring file 'E:\Program Files\Exchsrvr\mdbd
Restoring file 'E:\Program Files\Exchsrvr\mdbd
[End] Database - ‘Public Folder Store (WIN2000S
[Start] Restoring transaction log - 'First Stor
Restoring Log File 'F:\Temp\restore.tmp\First
Restoring Log File 'F:\Temp\restore.tmp\First
[End] Restoring transaction log - 'First Storag
[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - 'First Storage Group'
[Start] Storage Group - 'SG2'

[Start] Database - ‘acct'
Restoring file 'E:\Program Files\Exchsrvn\SG2\
Restoring file 'E:\Program Files\Exchsrv\SG2\
[End] Database - ‘acct’

[Start] Restoring transaction log - 'SG2'
Restoring Log File 'F:\Temp\restore.tmp\SG2\EO
Restoring Log File 'F:\Temp\restore.tmp\SG2\EO
[End] Restoring transaction log - 'SG2'

[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - 'SG2'

[End] Exchange Server - "WIN2000SVR'

E:\Program Files\Better Edge Backup\bin>

ExchangeRestore DIR="F:\Backup"

Utility

ata\privl.edb' ...
ata\privl.stm' ...

OSVR)'

ata\publ.edb’ ...

ata\publ.stm’ ...

VR)'

age Group'

Storage Group\EOO000B3.log' ...
Storage Group\EOOO00B4.log' ...
e Group'

acct.edb' ...
acct.stm' ...

100072.log' ...
100073.log' ...

#% '& ? B ?S-B
?J@E B % ?Q7>'AAA I<B
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<+S3WS-W +++ 3W W
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E:\Program Files\Better Edge Backup\bin>
TEMP="F:\Temp" SERVER="WIN2000SVR" SERVICE="Microso
STORAGE="SG5" DATABASE="mail"

Microsoft Exchange Server 2000/2003 Backup Recovery

ExchangeRestore DIR="F:\Backup"

Utility
[Start] Storage Group - 'SG5'

[Start] Database - ‘mail’

Restoring file 'E:\Program Files\Exchsrvr\SG5\ mail.edb’ ...
Restoring file 'E:\Program Files\Exchsrvr\SG5\ mail.stm' ...

ft Information Store"
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[End] Database - 'mail’

[Start] Restoring transaction log - 'SG5'

Restoring Log File 'F:\Temp\restore.tmp\SG5\E0 300012.log' ...
Restoring Log File 'F:\Temp\restore.tmp\SG5\E0 300013.log' ...
[End] Restoring transaction log - 'SG5'

[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - 'SG5'

E:\Program Files\Better Edge Backup\bin>
< %

/ ? B$F?: BS$F?+ B$F? I!B
%
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13 Backup/Restore Windows System State

! ! Q !
Q !

13.1 Requirements
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13.2 Overview
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13.3 How to backup Windows System State
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13.4 How to restore Windows System State
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14 Backup/Restore Individual Brick Level Backup for

Exchange Server (Professional Version Only)

14.1 Requirements
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14.2 Overview
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14.3 Granting Privileges
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14.4 How to backup Individual Brick Level Backup
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14.5 How to restore Individual Brick Level Backup
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15 Backup/Restore MySQL Server
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.y

15.1 Requirements
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15.2 Overview
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15.3 How to backup MySQL server on Windows

! ! "y @

) " ? B $F ?> 1B $F ?" V, B

) " ? B $F ?> 1B $F ?" \'H B

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved. page 104 of 121 (Septem ber 16, 2008)



Better Edge Backup v5.2
User Guide

! "V, AT "V,
# M &
#&
@E E"V,
#l @) % + #+ &+
# & ! C &

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved. page 105 of 121 (Septem ber 16, 2008)



Better Edge Backup v5.2
User Guide

#)

?$ B
? RB

Copyright © 2008, Better Edge Technology, Inc. All Rights Reserved. page 106 of 121 (Septem ber 16 2008)



Better Edge Backup v5.2

User Guide
15.4 How to backup MySQL server on Linux (command | ine mode)
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15.5 How to restore MySQL server
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16 Email Reporting

16.1 New User Report
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16.2 Forgot Password Report
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16.3 Backup Job Report
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16.4 Setting Change Report
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16.5 Inactive User Reminder
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17 Web Features

17.1 Install Better Edge Backup
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17.2 Update User Profile
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17.3 Request Forgotten Password
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17.4 Restore/Delete/Undelete Backup Files
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17.5 Review Backup Jobs
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18 Further Information
18.1 FAQs
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18.2 Contact Us
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